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ABSTRACT

Quantum computing is a revolutionary paradigm of computation based on the fundamental principles of quantum
mechanics such as superposition, entanglement, and measurement. Unlike classical computers that process
information using binary bits, quantum computers utilize quantum bits or qubits, which enable certain
computations to be performed significantly faster than traditional computational methods. This paper first
introduces the concept of quantum mechanics and explains how quantum computation is performed. It then
presents a brief chronological overview of the development of quantum computing, along with a discussion of its
current applications and potential future advancements. Particular emphasis is placed on the relationship between
quantum physics and cryptography. The paper highlights the potential threats posed by quantum algorithms to
classical cryptographic systems, as well as the promising opportunities offered by quantum cryptography for
secure communication. Standard references are included throughout the article, and illustrative figures with
appropriate headings are incorporated to enhance conceptual understanding.
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1.3 e T 8?2

Faien 31 i Ieafar e A & g8 ¥ 3R 7w forelt ifoen
TRThT He BT e (Discrete) $HTS I SMATS [ 1] | F1EH
Qﬁﬁﬁﬁﬁﬁiqﬁﬂﬁqﬁﬂ(Angulm Momentum)ﬁ?ﬂﬁqqéﬁ
“ffersk Jevfir fia w0 § ufafia & 2, afew 3 Faa o
ffea 7= & mewr wd € 5% 99T (Quanta) FeT ST R
SeTervreEE, foret Tt & it SeEe o Sl &R FEidiEd
B gl

30 FERIR F UNUTREET 3% U8 TORUi (Non-
classical) H&ATshH 3cd~ B 8, ERICISE] T frfafaa
e &

. g‘ilTEﬁTrﬁW (Superposition): Teh FaITeH o= Ueh &1 G0 | Th &
aferer STaeeatl § stfkaed H 18 wehdl 2

« e (Entanglement): a1 9T ATk Faieq o o st T@m
TR T'e B HeRdT & SR urafien sfifaeht g awemn T s
ehdTl

<OTI9A (MeasurementCollapse): STl feRe Fariew &= =T A9
Torar ST B, it o 31eh wwfara srareernstl § @ forelt wen ffera
ST § uftafdd & S 2

I At STTLROME FeIH FRATT h1 HiTereh ST T 0T
HwAE[2]

2. F (T HFRTT HH Y AT 72

FeH FFAT H FfH (Qubits) T FT I 7 3HTE & &7
 ITATT T SITAT 81 U (el Uk &1 GHa H QT STaerrstl &
OISR # STTed H T8 Hohell €, STlfoh TR o1z sharet 0 AT
1 5 9 Torefl weh 3fereerT # €1 21 Hehal €1 38 TIUTT &9 § 36 Fhi
ek fohalT ST 2

|b)=alo)+Bl1)

wief o 3R B Sfee (Complex) TTRaRAT ST (Probability
Amplitudes) 814 8|

2.1. FE(EH T & HATIITR A<

o Tl T Wiifcrh FoRTare: FI(H I HTHR FA
e séerfr:r 1 &, BIEH & g9 (Polarization)
AT YOS e S Wiifsh o 1 IR
[ERIEIGIN]

Fforeg il s1aee H ufEfdd wdt & S Feu
(Hadamard), 9ISt (Pauli) @91 CNOT 712

o  Faie 9RUY (Quantum Circuits): TUMTCH e
fore sferear wt ofm] e T Ferien e % A
FITH T FHeT ST 8

e YT (Measurement): HTI sl e & HEI;%I?.:H EA
Falen e ufdd Bk EE g (0 A1 1) |
qftafdd gt St 2l
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FaiH Teriie =i fefed s & gfshar § geet weh aifies
FeTSH STEEAT TR T ST &, Ik 21T F[H T Faied Tgq
61 T e AT ol S 7, ST S Sifo sta w1 H w
afore STH feRa STTaT 2

oo P T Q=

HATHNT 1: T T & JoIF F(CIH o o<l FaieH A -
50 Tl H a1 - feud wyfored o sfter Farien Serema awtan
T 21 ST 3 STeTET 3 Ueh Ffo1e o HTO o A fefe Sl STareert
=1 i Tt o 3T 8, =R ek sfter feraeft oft gt =i = 2

ITeh fRifd

HIYq
=
) = |0) + BI1) ’ j

10) 1)

10) W gaq |1) R gd=
HTHHT 2: FATEH ORISR Td TG 6 S ST 3l 76 -
TE STHH T 2 T T oI AT & Tee Gl T
[P)=at|0)+B]1) T TEaT ]I AU F W TS TG HI TAT
(State Collapse) BT & 3T aaﬁz e s o \0) a1 |1) ki)
qftafeid gt ST 2l

3.wferm gfema of R SR HeE e

FJeH W%T % sfogm@ 4 =g W‘Tﬁ g (Turning Points)
g ST Hehd B

qRIT Y

e 1900 ¥ 1930 % sfir ; wieh, ATEE, STET, TTEHT
T AfEm S8 AT T iy TR it
TR W

o 1981: FaE BIgART A Feried =l shi TR | Hifdes
SfFATST % HFHFOT (Simulation) T o S
foram

o 1985 Zfag <w I wEhiifiw FieH AR
(Universal Quantum computer) 3l STIERON Eal
o &9 femm

o 1994: dieT IR 7 YUITehT o UGS & fTg T T
TG SR fofa, Foret ararfees Teiiett ot e
H TR (Exponential) Tfd-af T waf3fa form[ 3 ]
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o 1996: AYel TaL = TeR ohT WIS eI J&arferd faham,
St ereRfa @is gaenstt & forg fgoma (Quadratic)
-3 Ja™ T B[ 4 ]

e 2000 % 3 & FANMAE: GRESIFRT F(H, 78
AT TIT el JoMferdl T S oSl
FaleH THEA T FATICHE &9 § WL fohaT T 2

4.FqTEH HATT R Fied qitreht

Faten AT F1 UH TG SFTAN FieH FFLET 8 Faien
it it e emumiier—sY fiead @, Was d@himas
(Linear Operators) <7 iRk 3T (Probability
Amplitudes)—aTed T T i w1 Fmior s {1 e
(BETENT) R THTTHE (STATH) STE SEATAT T SR STANT
foram ST @ R wet TomTee et 1 e foR S Ees e
Fieqet aofi i =Eew R ST W sEe aRoTEEET UE
TUTTCHR &FATS SITH &1t & St Jrfeh Hvegfen & wvier et 8 [
5]

5 FeTten Hefem S freermmdy
5.1. TR fier fereimmdht & foro @

*% urafeh SRt faftrt i gear nfordr et A&
UM, HiSTS TR TR BIell 21 SETEITEare:

e RSA 3R ECC (Elliptic Curve Cryptography)
fowhle dfiEr qur quiiss oree St Sifea
gt o feft et 2

o IauM Yfeerer-ht fercaifireerd & foTg st st wermifar
T R GaU Td wT 8, @i T ®9 9
IR Faien P W I §7 THETsil 1 g
T Y T L Thall 2

5.2 iew fereemmdhy

TH SN, Faien Wiifsh! FUard e & o 73 dwreTe
FHEETG K-S

o FJien Fuil fo0T (Quantum Key Distribution —
QKD) yenfera, 5% BB84, HT9T | Sca—T faeiiy aeim
F-FATT THT (No-Cloning Theorem) T ST
mﬁmmﬁw (Unconditional Security) {Iﬁl‘f\%l?f
T

o fordt oft yehR Y \_rI'I'EI;H'T (Eavesdropping) kT S8
AT H AT I LT &, Toee AT & o= S
gepa 2, s gefara it farfmer glifia dar
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TR &1
3RTHY et
2048-fare goft - > |
| 5 i ' Algorithm !503H@x isésa.

3T 3: RSA FRERTR W ¥R % Teiited &1 99d - I8
ATepTer famelt @ foh 8 2 ot Farfen Termiier RSA St urafiss
el BREmThT I drg Thar 21 FeH He a
WIS T UGS FRET & e wedr 2, SEd RSA #i

TR FASI I A 2

Faied FET & fia fowm & FHor gRufe wes-Fet
fEreerTeh SIomferart S RSA ST ECC Wiy 7 STgrfard g1 wahdt
%, Fifoh IAITAT Faed %‘ZIC\E'( Shor’s Algorithm & qeEq 9
EH q\wfa?r £ ‘;WH'@@"—T (factorization) @erm fafers NRUMED
(discrete logarithm) Yt ToTeier TremaTy =t ?:ﬁ&TITﬁI %Y qHI
T T WA o TH HWTTT T T S §U RMeahatel + qree-
Farien fsmeermmhr (Post-Quantum Cryptography) et Teremrar ey
foram 21 =1 Uelt BRnftheh deriehl &1 g & S 3 it
EES! W AT Bt & o 7 e T st afew
Farten R F FoT ff T AT SR S W ST 2

e aten B! % g o § Afew-smui e
(Lattice-Based Cryptography), hg-Teniid fereemmdr (Code-
Based Cryptography), 2er-3menid fRedmmhY (Hash-Based
Cryptography) T Ae2lafue sgue FREmTr (Multivariate
Polynomial Cryptography) wmfiret 8 wfeg-smentia frammdt
I AR A9 T § R folgatt A sanfidta @Rt W
ITenfed Bt R, STeT Shortest Vector Problem (SVP) dur
Learning With Errors (LWE) ST THeTd STeid hisT At
STt 21 56t Teh hie-mentid fsheemmhr aﬁ-ﬁ‘ﬂ'l’( B (error-
correcting codes) WX TG BT B, SR RYT-SATeTi
fopeeiumehy geferet foreeiomfeh 2T Wherert ohT SURINT ook fefoieet
T (digital signatures) & el 2

BT o N1 H o SIS HThIH0T HEATd, eIy &9 & NIST
(National Institute of Standards and Technology), TRe-aeicd
TR & AR T R & & 81 NIST SR Stierd o
TEeEqU UENHE ¥ CRYSTALS-Kyber, CRYSTALS-
Dilithium, Falcon, 3R SPHINCS+ ! wfarsr st gufarq d=m
sronTferedt o for wTfere wreR 3 &9 H T T 81 $7 Ui
Ieva I gAfE we € vfasr § o fefea d@um, <o
T ST AT GRa 1 FEien Hel & Gifad Tal §
e T S Eh|
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HATHNT 4: FATEH AT H eI FITH HRATT qAT FITEH
Trmmhr il iiferhl-smeTi gee somett

6.t TorhT-SITerTia Feer ot TRE:-

e ToReThT oh1 FUaT SHAq: /19 % S JaTieH Somferdt o
ik SRR g GRTET Bidt 21 S g ATHAEHRT Fien
T AT T @ AT AT ST SR T 2, A1 Ao oy g e
Faien el i qitafda o It 2, fores aftomreaey aren
Feft 7 Tw FfeAt 3o Bt 81 §7 A q A FERET e A
STATTERAT T F9 & A ST T G I T W © 3R
U 6T TS BT bl AT T 2l

6 Yo, FEieH foReeiuTehy shi Get SroTeneh HHTsT & Heiferd
HIIATST T T, e STehfren wifeeh foremi v smmenfed g 2,
forerr =g wiforsy Y qertehl wTfer o SIfer el Aok siferreft o
STt 21

AforT o1 DeroT (AWh) ST () FTERAET &Y T RefuT (et
++ B LB o gx-ge
+ X B . .gxo

(o[1][ofA]..]  wafew e [1[1]o]1]1...]
| QT T groit

(ool ..[1].]

@Tﬂ%ﬁ 5: BB&4 Wgﬁﬁﬁﬁtw (Quantum Key Distribution)
ISRl - I8 3TTh{d BB84 TIEhiat ol au1idt 8, frad Jwen
(uferer) ST STt (SiTeT) BISHT o Faied STETATST T ITNT
e T WIS 0 Shofl T e 8| Fopeft +ff sTferepa swaary
(Rg) 3 feerfer 3 oAt Soam et €, Fores STt o ot =it
STTAT 21

7.0Te-FaeH heeumfy # saien wifadht <y
witrenT

o

STET FlieH ToheaITThT FerieH dehmieh Rl SU-NT ST 8, el dIee-
Farien ferermdhy Ul wrafier (Fenfierar) faftat forenfim et &
ST FErteH gHa o Wfd SfoRreht Bt €1 R off, 3 st & of siiferhr
TR wHE H 7eg ! 8, forrvert frmfafiad weqet 4:
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e  TUMTCH HMTT (Computational limitations)
o IR i (Noise and decoherence)

o  IERET FieH FU H il SAERTH
(Physical feasibility of large-scale quantum

computers)

7 ¥iifcreh el 1 TR I8 feffa F § ger 2 e 6
Farien-sfcrreft somfert et sTelt it ST & Sny e A
&

[6]

8.3 Uree-Faien fohenmdy ot g/t i
BTy

Farten SO 8 offet STfer 3 it nelstep-shet foremht S
RSA 3 ECC 1 dieiehiicrsh guafm o it ey 3eq1 ot U &,
RIieh TR % T S FieH T o quiteht o U@t
I TgUE W H e H § wew 3 36t wel § dree-amie
[EasapiEn) (Post-Quantum Cryptography — PQC) T fEEaE)
T 2, Frerehn Sevar U foree s oot forshfir s & it et
T FACH AT SR h ST o foreeg, Garerd &l 3Tgfe PQC
TE: I O TSt T i 8 S derten sheget g
+ff FIAATYEF B AT HIST WHT STl 2| 70 Afew-aenfia,
@ E

Afew-smentca fsheetmd {9y €4 & Learning With Errors
(LWE) 9w W Tenfid 2, 518 ey w2 fomam <t 2

Aste=b(modq)

T&T A TF 1 A 2, s W a9, e T BT e A9 AT g
HSITT 21 30 THHTOT § sss T JTA HAT TUHTCHE &9 § 3T
IS HHT SIAT 8, ALT qoh 1o F1eH et o ToTw +ff| et oy
LWE @ Ring-LWE TR 1SS FH T H Helifersh iehise
8| Fre-amaTia fFmrd Ffe-gur wet A weT fewifen
THT X TN 7, STaifeh JuT-Tenied fefoeer exdnea e
391 et ol TRt -gfeiershar o fft et &, o o= s @
TH YR Sk TehaT 1T HehelT 2:

H(m1||m2)

STet H @ﬂ'{f\ﬁdﬁ%ﬂ BT § AN || G (concatenation) ED)
TR 2| TG TEIE-SATeTING JonTforat #ifHd & (finite field)
T iy 3 ague Tt A B F A HSAE W
e Bt 2

TS & Al H UE-EieH T % AR i fowm §
TeeaqUt Sf gE 2, fomiweRt NIST 10 wenfora === ik &
e &, e Afeq-sarid Fi-wshegern i -sAaia
TEATER AISHIAT T T TeRdT &1 718 21 SHH STTEE 1 JeT
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z foig it SATRR T o AT, TUHTCH S&TT T@HT, HIFS-
ST ST § AT TS AT TAT 3T T 1 TLS,
VPN 3 FA13E HaR STEETEHT H THiwd T 21§69 TR,
e arten fore el oh wferser o quid: Jfe-wfew) weien hegedi
¥ 37 Tl FRentteer @adl o foreg T ST il
fehe-feres quTerr o w9 § S@T S @ R

9.3 ST eh-teht ATt

TR FieH et SR e et yonfeat o
A HeeaqUt sfifsh ATt ar S, S

o wigwhy Fafrel ¥ wnu  SwieE

(Decoherence)

o TaieH IR SR A FIR (Quantum Noise and Error

Correction)
o el E:\Df T 3AAT (Entanglement) T ST T

F o €Y aied STEeTat T AR 8 Sea Bl § 37
32 UR AT Fied TR & foepme it gt <t areneii 4 9
ke

| i
=== L

EHER] <

HTHRT 6: NISQ I T FalieH TV TTEHT:- I IR NISQ
(Noisy Intermediate-Scale Quantum) I I FafeH HRT
TTEHT i SR | $9H FeieH SHET, JfE Gur aF 37 aidfe
Terisror orredt smftrer 21 e waien yonfert Wk R e
§ srrfera reft €, foredr qof Ffexfed TomT o1vft weh el st gs
2

38 fordia, Ffe-Tfew] Faried HUMT (Fault-Tolerant Quantum
Computing) FaieH Ffe-TER qehr{1eh T AT It 8, Forreht
HERAl § I ik Hfoed w1 w9 T drfes
(Logical) Fifere ffi foram St 21 Stet NISQ FT i sromferat
TRL (Hybrid) Teiit qem IrRfies gegit & forg syt &, o
RSA St urdfeer fpeimithes qomferii =T 31T o Temie grr
e S S FAT 3 Toree e stshmii 3 forg qufer: Ffe-afemy
TTEHT SATETIF Bl I- SR IAT FIIH STEIR HT sfarsg i
foreqa, ATaRT (Scalable) SoMTeTa o sffer foreram qeRdTeht Sfat
I W8 &Y & 1idr 3

FATTH O H TR T RfoIe sh1 T ST shi IOy &9

T yER s RSt e [B)=al0)+B[1)
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STt o 3R B Sfea (complex) TRk W (probability
amplitudes) E & |ot|2+]|B[2=1

I FHT=IRWT (Normalization) 1 ST g=ITaT 21

e gl B g 1 s it defi e 3 ferg i
for2 (qubit) =1 3T fera STTaT 2, S AR foe i qer §
ISR S GETerE S Feied it o shieer 1t wftmedt
T 21 Fdae # fafaew ® wEifad 0 F g w3 e
TeF-ATRT T ITANT TohAT ST TaT €, R S &9 8 Fuehs (e
aféhe (Superconducting Circuits), ?"@I AT (Trapped lons)
ST RIS e e (Photonic Quantum Systems) it
) I AT o 37 forfime wmw, Tfmd 7R ST & 3

(Josephson Junction) W SATHTHG B0 & 3R 3% ored e
AT (SR firefihfea) w deferd faram smar 21 s g
T T & fop Farien Tiew ot aga ot 1T & SEfora foram ST weRar
2, forass For %3 g Faien Heet, S9 6 1BM 3R
Google%wm,sﬁﬁmaﬂmﬂmﬁlaﬁw
&ve 3T foafored & ST 1 foRIa-Seehi & o HTe § U
g et T FeR T ST 21 36 T 1o b1 Har ST AT 36T
I I TH (coherence time) 3T ST Tl FaieH T
HTer €, e 7e 3= T ATl FEien oS! 3 foTg 3
ATt STl 21

Tk ik i Faien feen § gerT A SR Uit
(photons) e %H%F{UT (polarization) IT U o AT ¥ TR
foparT STTerT 21 30 eetien ot Tardy st o e & 3 et el gl
o farm e1ftres aafar 3 I o Hena €, Fore 9 sien g 3R
Quantum Key Distribution (QKD) % foTT 3t swamht forg
FE A e e e E o e g
Thcifeferdt, Tfe-gar 3R feran safa adam i &1 9eT
2T UHT FIieH TTSATR ToheTeh Torehierd AT & ST 37foreh fEem,
Ffe-ufcrieft 3R g T T et &, ATl st § et
I SRRt Faies et ST ST Hehl

10.97freer St HWTEATd

FaieH FA % fiet o & Treumdr i gfdr w=m A
gfe 3 sitfores aftad a1 A wifersramoft i s @ 3 S8
FEG-ER FATH ST ek AT fereh &1 11 & &, EUHTH
SHISTAT 0 ST TR Ufsher R et @l 1 AT
1| SET SHTLOT, Ak T T AT leH-Guiard el firehl shi 371 w3
e €1 3 gieshivT Faien eraa o1 Sufeef o dreferorss gt
i3 e 3 forg forskfa fomg e 2

foriy &7 @, Faten ey, 3 favve Faien it foawr
(QKD), siforer & Ham Eearetl § wewqur it e
T eIk Rren o =1t T 2T g, ¥ S Srepretd St
AT EHTSAT T IR T T 8T Tt 8| T TH, TrEtien
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Farien ifaeht & wifa, S o o Siete goar 3T 3TfRres -0t AT, H{SAT X AT 21 Fe, Faien siifersht grear war
FerieH TTHTS, FTeH UM i Tfh ST Fien-Guiard Temhia F % foT Faried ufsrmr & &9 1 sifeenedt g of v
T TTEEiieTaT 1 I8 T ST FAT 7, S O Stfeetar & e ITehfaen fogidt W smenf
oo _ . - . H Wiﬁﬁﬁﬁ'{w (Quantum Key Distribution — QKD) S
;{{:;ﬁ’ e m:ﬁﬁﬁx :;ng% Ik I8 g9iid & foh STEAMIUT (superposition), ATI-IRd
;‘I?JR'IT S XS, a%cﬁ B ﬁﬁﬂ;ﬂ'lﬁﬁ T - SN (measurement disturbance), 3 AT-FAHT I (no-
i W-wﬁmm#mﬁ@ﬁmmaﬁ cloningtheorem)éﬁ‘ﬁﬁmmﬁwwmlﬂf&dﬁw
ot N T foma T EeRa R

11.freeeed HATER A el 1 3T U Sead il Hohd aaT 3] S-S
e e G e e T e el 2, < Pt TeiRen 1 saTewfn e SR et
Fartem el 3 Rrgidl a0 S 31 goH SE T IR T H T | S, Ferte e e
e sonferdt 3 o e ST e T 2, R R 8, 7 ok ST T 8, e A e g

61 afeero a1 o Fretfed s R
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